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Top things to consider when
returning to the workplace,
whilst COVID-19 is still a threat
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Many businesses are looking for support to help plan for a return
to the workplace over the coming months whilst COVID-19 is
still prevalent and detail of the various restrictions and timings
are evolving. BASDA (a leading trade body for business
software companies) have produced this guide to help all
businesses anticipate and prepare how they safely manage
‘return to work’ scenarios for employees and to plan now for
what is likely to be a phased return to the workplace.

This should not be read as a definitive guide. As more detail
emerges and circumstances evolve so too will this guide.
Updates will therefore be published with version number,
date and easily identifiable updated narrative.

Re-entry into physical workspaces will be challenging.
Meeting the physical safety, social distancing as well as
employee situations, preferences, concerns and fears must
all be taken into account and will all be critical in supporting
employees to rebuild their ‘community’ at work.

Consultation and communication play a critical role and
will inform a risk assessment to help build a roadmap to
reinforce a strong, employee-centric culture as you navigate
new challenges.

This guide identifies the key areas that businesses might
consider based on our members’ collective feedback —
both as employers and employees (noting that many areas
are not mutually exclusive).

It should also be noted that this guide references your
premises but there are two key variables:

= Premises which are only accessible to your business; and

= Premises which you may share with other companies, and
so will have to work with the office management company/
landlord and possibly other tenant companies.
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1 Risk Assessment
Employers have a duty to reduce workplace risk to the lowest
reasonably practicable level by taking preventative measures.
As an employer you have a legal responsibility to protect
employees and others (such as visitors, customers) from
potential risks to their health and safety.

It is imperative to carry out suitable and sufficient risk
assessments to identify the risks associated with the
workplace. Risk assessments should look at different groups
of workers (e.g. from defined vulnerable groups),

for whom you may need to take extra health and safety
measures. Consultation with employees at this stage is
important before implementation of measures to minimise
and mitigate any risks.

2 Phased return
Steps to working together safely:

= We have carried out a COVID-19 risk assessment
and shared the results with our employees.

= We have strongly advised and support employees I:l
from defined vulnerable groups to stay at home
and work from there if possible.

= We have cleaning, handwashing and hygiene I:l
procedures in line with guidance.

= We have taken all reasonable steps to help I:l
employees work from home.

= We have taken all reasonable steps to maintain I:l
a 2m distance in the workplace.

= Where employees cannot be 2m apart we have I:l
done everything practical to manage transmission
of risk.

Whilst the government are encouraging a return to work for
those who cannot work effectively from home, for many
businesses a phased return to work for employees will be the
best option. Managing the preferences and individual
circumstances of employees will be critical to protecting health
(both mental and physical). Think about how a phased return
can be implemented — will it be on an opt-in basis? It is crucial
that businesses recognise that many of their employees have,
and are continuing to go through, traumatic experiences and

it may take some time and effort for an employer to reassure
such employees it is safe to return to the workplace.

Businesses must risk assess the return of employees, including
re-orientation for such employees, to the workplace to identify
health and safety risks and take appropriate steps to remove
or minimise any such risks. Recognise that some employees
may be classed as ‘vulnerable’ employees and identify how
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best to treat them. Could they continue to be allowed to work
from home and/or if they are returning to the workplace what
extra measures need to be put in place as a duty of care?

Consider employees that may be living with shielding and/or
vulnerable persons and the impact on them — what needs to
be factored in? Is it feasible to introduce staggered shifts or
working hours to allow employees to safely travel to and from
the workplace. This could reduce the likelihood of large
numbers of people travelling at peak times.

Employees should work from home if they can (dependent on
the nature of the business). Is a staggered reintroduction to
the workplace appropriate? Is it feasible to establish new
processes such as rotating groups of employees on alternate
days or is it necessary to have all employees return to work at
the same time? Would it be more appropriate to continue with
some employees home working on a medium, perhaps even
longer-term basis? What criteria will you use to recall employees?
Will it be simply on a business need? Individual personal
circumstances must be considered to avoid any discrimination.
What approach should be considered for annual leave requests
as a business phases back employees — a review of annual leave
policy could be timely.

It may be prudent to check in with your key service providers
before re-opening a site. Are they still fully operational and
able to resume their contractual obligations?

Businesses will need to manage many such scenarios. Success
will be dependent on clear and timely communication to all
employees. Provide guidance and establish protocols on
workplace measures you have introduced and adopted.

Think about the best way for information to be communicated
to your employees before they return to work and once they
are back how those updates will be communicated.

Social distancing

With longer term social distancing requirements inevitable,
every business will need to review the current needs along
with the physical boundaries of the building they operate out
of and be proactive in reconfiguring workspaces to adhere to
strict social distancing requirements. This will impact on
individual seating arrangements and communal/shared spaces
such as cafeterias, toilets, stairwells, lifts, meeting rooms,
printing areas, access points in and out of the building etc.
Additional considerations exist for those businesses operating
in shared office space where liaison with landlord and other
tenants is critical to ensure all communal areas support the
required health and safety measures for your employees.

Government guidance is to maintain 2 metres social
distancing wherever possible and in circumstances where
this is not feasible manage enhanced mitigation measures
for transmission risk and maintain at least 1 metre.




Is there a requirement for transparent shields for dividing desks
and reception, floor markers directing foot traffic, visuals to
signpost directional routes (particularly prevalent on main/busy
staircases), hygiene reminders etc.? For office space introducing
side by side / back to back is acceptable as a means to reduce
transmission risk whilst closer than two metres i.e. lifts.

How can a business ensure single person use of vending
areas, lifts etc.? Is it practical and/or possible to implement

a one-way system to minimise potential cross contamination?
Would minimising the number of times employees can enter
and exit the workplace and, where practicable, designating
one entry and one exit point be practical?

Maintaining use of security access devices, such as keypads
or passes, and adjusting processes at entry/exit points will help
to reduce risk of transmission. Where this is often not possible,
providing a list of clear guidelines around distancing in key areas
is essential, and ensuring these are prominent and visible
throughout the premises and/or on the intranet if applicable.
Regular reminders of social distancing are imperative as it is
human nature to be social and interactive. Be proactive and
monitor measures taken to ensure safe social distancing.

Consider other health and safety implications to suit revised
floor designs e.g. designated fire wardens, first aiders, fire risk
assessments etc.

4 Hygiene standards

If your building has been closed for a period of time arrange for
a robust clean before reopening. Future cleaning arrangements
should be reviewed to ensure all phones/keyboards, door
handles, lift buttons, vending machines, etc. are wiped daily
with anti-bacterial and anti-viral cleaner. Maintaining and
demonstrating a rigorous cleaning schedule and continuing
hygiene procedures will be vital to employees’ wellbeing and
safety. With stocks of anti-bacterial products and face-masks
limited, follow government guidelines as to whether they are
required for your business. If you provide them ensure a full
risk assessment is carried out as to why they need to be used
and what the requirements are. It is important to be able to
provide employees with hand sanitisers and possibly face
masks should some want to use them. Prices of these items
are also much higher than normal, so ensure there is sufficient
budget to purchase for a rolling 2-3 month period.

Position of workstations should allow for social distancing wherever
possible and ideally should be assigned to an individual and
not shared. Are signs/posters throughout building required to
remind employees about regular and effective handwashing?
Are there sufficient sanitising dispensers in prominent places
around the workplace including hand sanitiser, hand-washing
facilities, anti-bacterial wipes for surfaces and equipment?

Are these being regularly refilled? Are bathrooms big enough to
facilitate social distancing? If not, what alerting process can be
put in place to advise on the ‘1 in, 1 out’ basis and if anyone
is ‘in" at any one time? Assess ‘locking off’ urinals and ensure
maximum capacity is denoted on door to toilet.
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Determine how many facilities are required to be operational
based on the number of employees during each phase of the
return to the workplace.

Re-opening canteens/restaurant facilities

Consider when this is appropriate to do based on the numbers
of employees returning to work. Offering a food service of some
description discourages employees from being out of the office
to the high street, therefore reducing risk. When re-opening
canteen/restaurant facilities initially carry out a risk assessment
with your catering provider and arrange for a thorough clean if
the canteen has not been operational for some time.

A number of checks should be carried out such as ensuring
stock is checked for sell-by dates, checking that catering/
cooking equipment is safe and operational, making seating
unavailable until social distancing restrictions have been lifted
fully or you can guarantee employees will sit 2m apart, supplying
take-away cartons and cutlery only, adding floor distancing
stickers at till points and sneeze screens at checkout points.

Consideration could be given on opening for longer hours to
accommodate a call/collect operation or reviewing the
logistics where perhaps an email/telephone ordering system
with a limited menu could be made available with individual
collection times.

Health and wellbeing

Treat everyone in your workplace equally. Employers should be
mindful of the particular needs of different groups of workers
or individuals. The risks to an individual's health from this
pandemic may be psychological as well as physical. Many

will be anxious about the potential return to the workplace,
have had financial constraints or have experienced self
isolation challenges during lockdown. Some may also not

be ‘social animals’ by their very nature and so require very
specific support (in their overall wellbeing).

Expectations are that employees will need variable times to
adjust to working back in a shared environment with colleagues.
Some employees may have notable concerns about travelling
to work on public transport (which may be greater than any
they have regarding their workplace especially as the government
is discouraging the use of public transport due to social distancing
and therefore challenges with capacity). This should be taken
into consideration when deciding, if undertaking a phased return,
which employees come back first. /f employees choose to
cycle to work ensure there are changing facilities and storage
space for bicycles.

Is it appropriate to consider flexible working hours and
travel arrangements to minimise stress and risk of exposure?
Is it possible to provide transport (with all the appropriate
cleanliness, distancing and insurance requirements)?

Are there sufficient facilities for those who want to cycle

to work (as encouraged by the government)?




Continually communicate what is being done as assurances
will be needed for some/many employees. Consider how best
to support line managers as they are the first point of contact
in dealing with the challenges and so check-in with them and
be prepared to give them support required to enable them to
lead, motivate and support their team.

7 Induction/reorientation
As different cohorts of employees (those that continued to
work at the office/workplace, those that worked from home,
those that were on furlough) return they will face new ways
of working, new policies and new measures on health and
safety and so an induction/reorientation process should
be undertaken.

Managers and those in leadership roles should have open
dialogue with every employee to discuss how to support an
effective return to the workplace. This is particularly relevant
for those who have been on furlough and may have been out
of the business as policies or processes have changed or
indeed may need to return into shift, staggered hours or
other new workplace patterns.

It could be that some employees require a phased return, or
want to discuss a new working arrangement, especially if their
domestic situation remains changed because of the pandemic.
Is this the opportunity now to think more creatively about
effective ways of working and harness more agile and flexible
working practices to meet individuals' changing expectations?

Businesses should be particularly sensitive when reintroducing
remote and furloughed members of their team to the workplace.
Considerations should include how their safety will be
managed when returning to work as these individuals will have
spent time out of their regular working patterns, may feel
out-of-touch on company practice, and in some cases resent
the decision to have been put on furlough in the first place.

It will be important for businesses to re-orientate, provide
sufficient time for readjustment and create an environment
where there is a sense of belonging.

If a business is considering external recruitment new methods
of interviewing (virtual), induction, training and assimilation
into the team could be considered at an early stage.

8 Rebuild workplace morale
The psychological component of returning to office life requires
as much focus as the practical one. For employees that have
been away from their workplace a period of time after returning
may feel unsettling. Much may have changed in the interim.
Invest efforts to rebuild workplace morale. Acknowledge any
employee concerns and dispiritedness and treat announcements
regarding the new operating environment with sensitivity.
Create morale boosting events and support networks through
the team and HR (whether that is virtual or through events
adhering to appropriate social distancing guidelines).
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9

Communicate in a united way with your employees
Ensure all employees in leadership or management roles have
consistent messaging and communicate regularly and openly
with employees about the situation, how it is impacting the
business and what this means for them. As part of this,
businesses should take time to consult their employees and
understand their concerns in returning to the workplace.

This “two-way” process ensures your employees are listened
to and know that they can make suggestions that could
support and/or lead to changes. It is this two-way
communication that builds trust during this time. Consider
dedicated forums/feedback mechanisms (i.e. email) to
feedback where everybody has the opportunity (whether
privately or publicly) to be heard.

10 Educate your prospective visitors

Ensure you are updating all visitors on the steps you, as a
business, are taking to keep them safe. Consider how to
minimise non-essential visitors to a business premises.

Do they need to visit a physical premises? Do employees

need to visit customers? Consider whether a face-to-face
meeting or event is needed. Minimise ‘in person’ meetings.

If they are necessary, implement rules so that social distancing
can be maintained. Could it be replaced by a teleconference or
online event? Could the meeting or event be scaled down so
that fewer people attend? In fact, is a meeting required —

instil this discipline in all to help keep down overheads in
these challenging times.

Scenario planning

Businesses should prepare for the potential shut-down
scenario if an employee tests positive at one of their work
locations. Develop a plan and process allowing speedy
implementation on what to do if someone becomes ill with
suspected COVID-19 at your business premises.

Is the Business Continuity Plan fit for purpose and been tested
to confirm it can cope with any future implications should a
second wave (and a second shut down) or other market
factors occur to impact your operation? Could your business
consider ways to take temperature checks and have testing
facilities with instructions to send any employee home who
tests positive?

12 Embed your learnings

The changes enforced by COVID-19 will have identified many
gaps and challenges; however, do not overlook any benefits
that may arise. Many businesses have uncovered stronger
collaboration within teams, more productive working routines
and a reinforcement of positive health practices. Smart
businesses should identify lessons learned and embed such
learnings into how they conduct business in future including
the fact that Disaster Recovery is no longer purely moving a
number of key roles into another building somewhere.




13 IT systems
Cyber security remains paramount as guidance continues to
recommend working from home where possible. For those that
continue to work from home, enable multi-factor authentication
wherever possible. This will add another layer of security.
A password manager can help mitigate against the risks
around saving or sharing passwords, log on details etc.

However, whether you have in-house or outsourced IT support,
the transition from lock down back to the workplace will
present increased workloads and new challenges for this
important support function — potentially even greater than
those faced when transitioning to remote/home-working.

During that period, with the very nature of juggling home and
work, it had the strong propensity to relax working practices
when it comes to cyber-security, including:

= Using work IT for social purposes such as the weekly pub
quiz with friends and family over Zoom (and similar), and
the security risks have caused some companies to ban
the use of certain ‘remote’ services for business use.
Other services may introduce malware for disabling or
monitoring important data and so consider banning the
use of personal equipment back into the office until
they can be comprehensively reviewed by IT personnel.
Work issued laptops should also be reviewed to ensure
that they are not polluted with malware or the like.

= Remote use of non-approved devices is also a risk to the
company'’s systems integrity. Without the right security,
personal devices used to access work networks can leave
businesses vulnerable to hacking. If information is leaked
or breached through a personal device, the company will
be deemed liable. It is recommended that the IT function
review all remote access that has been undertaken by
non-approved devices and re-enforce their policies around
the use of such and properly communicate this to all —
again focusing upon the risk to the business of access to data.

Maintenance of security software — it can become intrusive
into some people’s daily lives when they need to accept
updates and undertake re-boots and so these important
updates can be delayed resulting in the systems and data
put at real risk. Work to communicate the business criticality
of such updates and the company’s expectations that these
need to be followed (in-line with overall IT policies).

Whilst digital germs are of concern, so are physical ones
and mobile phones are particularly problematical as they
often carry a lot of germs and whilst good hand washing
practices have been adopted by many, as soon as they are
in contact with their mobile phone, such germs are quickly
transmitted. Regular sanitising of one’s phone(s) is strongly
recommended — even when entering the workplace, along
with minimising the physical use of the phone when out in
public by using the speaker phone/headset.

Ensure that the IT function doesn’t risk becoming too
draconian in the above reviews and communications.
They will have done a terrific job moving rapidly to a
predominantly ‘remote access’ business during the
primary lock-down period. Focus now will be how they
can best embrace new-found, efficient and secure
practices and incorporate them into their policies whilst
balancing with the fundamental principles of good cyber
security management.

Return to work programs are essential for businesses to develop now in order to enable seamless transition and integration of
employees back into the workplace. Businesses are encouraged, as early as possible, to embrace the likely ‘new normal’.
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About BASDA

BASDA is the trade association which is the voice of UK business software. BASDA doesn’'t promote any specific software nor engage in
any customer commercial discussions. BASDA focuses on common issues, needs and regulatory matters which affect members (and their

customers). BASDA members provide a wide range of solutions for organisations of all sizes. To find out more, visit www.basda.org
BASDA members include:
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Further revisions to this guide will be published and available to download by visiting www.basda.org/bsg

Disclaimer: The opinions expressed in this document are in good faith and while every care has been taken in preparing this document, BASDA makes no representations and gives no
warranties of whatever nature in respect of same, including but not limited to the accuracy or completeness of any information, facts and/or opinions contained therein. BASDA, the directors,
employees and agents cannot be held liable for the use of and reliance of the opinions, estimates, forecasts and findings in this document.

These guides are the intellectual property of BASDA and no content should be reproduced, in part or whole, without the explicit written permission of a BASDA officer.
Please contact marketing@basda.org for further details.
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